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A Little About Me
• First “programming language” was Excel VBA


• Work for QuestDB (questdb.io)


• Blog semi-regularly at sklar.rocks 


• Can be found on GitHub “@sklarsa”

http://questdb.io
http://sklar.rocks


Software Delivery Models



Self-Hosted



Self-Hosted

Deliver software as artifacts


Customer is responsible for 
operations


Support requires high-levels of 
coordination


Vendor has no control over 
execution environment


Customer owns the data



SaaSSelf-Hosted





SaaS

Deliver software as a service


Vendor is responsible for 
operations


Vendor has complete control over 
execution environment


Vendors owns the data


Unpredictable pricing


Outage risk



SaaSSelf-Hosted BYOC



What is BYOC?



What is BYOC?
Bring Your Own Cloud

Deliver software as artifacts


Vendor is responsible for 
operations


Most support can be done by the 
vendor


Vendor has control over the 
execution environment


Customer owns the data



Self Hosted BYOC SaaS

Infrastructure Admin Customer Vendor Vendor

Data Owner Customer Customer Vendor

Who Pays 
Infrastructure Costs? Customer Customer Vendor

Networking Private Private Public

Initial Time to Launch Months/Weeks Weeks/Days Minutes/Seconds



BYOC Architecture



BYOC Architecture
Level 0: Self-Hosted



BYOC Architecture
Level 1: Observability



BYOC Architecture
Level 2: Delegation of Responsibility



BYOC Architecture
Level 3: Agent-Based



BYOC Technology



BYOC Technology
Cloud Building Blocks

Compute Networking Block Storage Blob Storage



BYOC Technology
Cloud Managed Services

Containers Databases PaaS Serverless



BYOC Technology
Kubernetes



BYOC Technology
Infrastructure as Code

Reproduceability across environments and customers


Increased levels of automation — no “click-ops”


Unlocks the power of GitOps


Versioned infrastructure


Integration (and sometimes unit) testable



BYOC Technology
Observability

Open vs Closed Source Solutions


Balance configurability with ease of use


Pillars of Observability (v1)


Telemetry (v2)


Tune your alerts!

Logs Metrics Traces



BYOC Challenges



Challenges
Networking

Coordination between Customer and Service Provider


Can get expensive quickly, if you’re not careful


Egress and cross-AZ charges


Who manages DNS entries? What about the resolver?


Private networking can make this difficult


Who owns the root certs? How are certs renewed?



Challenges
Security

Internal RBAC and best practices


SSO, multifactor auth, up-to-date group membership


Cloud security scans


Certifications


SOC2 vs ISO 27001



Challenges
Pricing

Customer pays for infra


More difficult to calculate price


Can use cloud credit programs


Margin capture over SaaS



BYOC @ QuestDB





My 5 Tenants of BYOC



BYOC @ QuestDB
5 Tenants of BYOC

🔐  Security


💸  Cost Controls


👌  Simplicity


💻  Iterative Development


☁  Multi-Cloud Support



My 5 Tenants of BYOC
Security 🔐

Account isolation


Private networking by default


Cloud IAM/RBAC


Assume roles across tenants


Principle of least-privilege


Cloud native bastion services



My 5 Tenants of BYOC
Cost Controls 💸

Minimize managed service usage…


But still use managed services when required


Contain networking fees


Service Endpoints


Vnet Peering


Start small, scale later



My 5 Tenants of BYOC
Simplicity 👌

Extreme Automation


Empower Support Engineers


Minimize click-to-insights


Enable safe service updates


Developers as SREs


Minimal Architecture


Single source of truth



My 5 Tenants of BYOC
Iterative Development 💻

SSH as an escape hatch


Component-based architecture


Start with familiar tools, but don’t be afraid to swap


Write everything in Go



My 5 Tenants of BYOC
Iterative Development 💻



My 5 Tenants of BYOC
Multi-Cloud Support ☁



BYOC Deep Dive



BYOC @ QuestDB
Configuration



BYOC @ QuestDB
IAM & RBAC



BYOC @ QuestDB
Networking



BYOC @ QuestDB
Image Management



BYOC @ QuestDB
Tunneling



BYOC @ QuestDB
Software Provisioning



BYOC @ QuestDB
Software Provisioning



BYOC @ QuestDB
Control Plane



BYOC @ QuestDB
Control Plane: K8s with Pulumi



BYOC @ QuestDB
Observability



BYOC @ QuestDB
Observability



BYOC @ QuestDB
Challenges

Control Plane vs Deployment dependencies


Image Management — ZFS


“Advanced” IAM Features (Azure Lighthouse)


Internal distribution strategy


Customer data migrations (replication helps!)


No k8s



Questions?

www.questdb.com demo.questdb.io

http://www.questdb.com
http://demo.questdb.io

